«OCTOPOIKHO, MOIIEHHHUKH |»

B ycnoBusx pazsutus LH(PPOBOE SKOHOMUKH, 3TEKTPOHHBIX TIIATEIKHEIX CHCTEM
HEPCOHABHBIX  SJICKTPOHHBIX yCTpoHcTB u MHTepHera CTPEMHTENBHO BO3POCIIO
KOJIIECTBO COBEPLICHHEIX C UX MCIIOJb30BaHHEM MPECTYILICHUI,
Cosepruenmo gaHHOM Kareropuy NpecTyIICHUH CrOCOGCTBYIOT HOBEPUUBOCTE
TP&XKIaH, HeNOCTaTO4HAA HX OCBEJOMICHHOCTh M NpPEeHeOPEeXUTENbHOE OTHOLICHUE
K 3JIEMEHTapHBIM I1paBHIaM Ge30MacHOCTH.
Hns  npemynpesxaeHus MPOTUBOIPABHBIX NEUCTBUH MO JUCTAHLHOHHOMY
XHIICHHUIO ICHEXKHBIX CPEJICTB BKHO 3alIOMHHTD CIIEIyIOLIee.
Cotpynuuky GaHka 110 TeneoHy 1ty B SJIEKTPOHHOM IKCBbME HE 3alpaliyBaroT:
¢ TCpCOHAIBHBIC CBENCHHA (Cepusi ¥ HOMED MACMOpTa, aipec perucTpanym,
HMA M QaMuIns BiIaJenbia KapThl);

® PCEKBHU3UTEIL, CpoK AeHcTBus, [TMH- u CVV-koas1 GaHKOBCKHX KapT;

¢ Hapoin uau xonel u3 CMC-coobimiennit 171 HOATBepkAeHNS (DHHAHCOBBIX
OTlepalyii UK UX OTMEHEI;

® JIOTHH H IapoJib IJis BXO/Ja B JIMYHBIN KaOHHeT KiueHTa GaHka.

Cotpynnuky 6aHKa TaKke He MPeIaraoT:

¢ YCTaHOBUTL MNPOTPaMMBI YHANCHHOTO [JOCTyNa (WM WHBIE CTOPOHHHE
IPUTIOKEHHS) Ha MOGUIIBHOE yCTPOHCTBO M PAaspelUTh MOAKIIOUEHHE K HIM
[IOA TIPCAIOroM TEXHM4ECKOH NOAEPIKKHU (HAIIPUMeED, YaleHHE BUPYCOB);

® nepedTu no ceeike u3 CMC-coobuieHus;

¢ BIJIOUMTEL Nepeajpecalyio Ha Tene(OHe KIHEHTA JUISl  COBEpPLICHUS
B JalbHEHILIEM 3BOHKA OT €ro UMEHH B GaHK;

¢ [O@ HX DPYKOBOACTBOM IIEPEBECTH NS COXPAaHHOCTH [EHEXHBIE CDPENCTBa
Ha «3alMIIEHHBIE» UK «6e30MacHbIe» CusTa;

® 3aiiTW B OHJalH-KaGuHeT Mo cchlnke u3 CMC-coobmenus Wi SIIEKTPOHHOTO
[IMCHMA.

bank mMoxeT mHMUMEPOBaTh OBIIEHHE ¢ KIMEHTOM TONBKO I KOHCYIbTaluii
IO MpEROCTaBIAeMBIM yciyraM. [Ipu 5TOM 3BOHKH COBepHmIalOTCS C HOMEpOB,
yKa3aHHBIX Ha OOOPOTHOH CTOpOHE KapThl, Ha OQUIIHAILHEIX CAHTAX M GAHKOBCKHX
ROKyMeHTax. MHple HoMepa He UMEeIOT HUKAKOTO OTHOIIEHHUS K OaHKy.

Uro0bl He cTaTh IKepTBOH JMCTAHIMOHHOIO MOLICHHHYECTBA clenyeT
HCTIOJIB30BATh TOJBKO OQHLIHATEHEIE KAHATBI CBS3H:

® (opMbl 06paTHOM CBA3M Ha caiiTe GaHKA U B MOGHILHOM IPUIOKECHUN;

® Tese(OHBI TOPSAYUX JIUHUI,

® TpyNIbl MM 9aT-00TEl B MECCEHKEpax (ECIM TAKOBBIE HMEIOTCS).

BaxtHO IOMHHTB, YTO MOOHIIBHBIE TIPUIOKEHHS GAHKOB CIIELyeT CKAYMBATH
yepes opuiuaneuble Marasunsl (App Store, Google Play u .11.).

HeoGxonumo yumTeiBaTh, uTO Jepkarens KapThl OOS38H CAMOCTOATENHHO
obecrieuuTs KOH(PUACHIHATHHOCTD € PEKBU3UTOB U B 3TOM CBs3H H30eraTh:

® [IOAKIIIOYEHHS K OOIIEeNOCTYMHEIM ceTsM Wi-Fi;

¢ wcnonp3oBanus IIMH- wumu CVV-xomoB npu 3akase TOBapoB M yCIyr

uepes ceTb «kHTepHeT», a Take 1o teiedony (paxcy);
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e CcOOOIIEHUS HA3BAaHHBIX KOJOB TPETHHUM JIMLIAM (B MPOTHBHOM Cllydae JIIOOEIE
ornepalyH, COBEPLUEHHBIE C MX HCIIONb30BAHMUEM, CUMTAIOTCS BHIIOIHEHHBIMU
CaMUM JiepaKaTesieM KapThl ¥ He MOryT OBITh OIPOTECTORAHBL).

Ilpu wucnonp3oBaHuM OaHKOMATOB OT[aBaiiTe NPENNOYTCHHE TEM, KOTOpbIE
YyCTaHOB/ICHB! B 3alLMUIEHHBIX MecTax (HalmpuMep, B TOCYyUpexaeHUAX, ofrcax OaHKOB,
KpYIHBIX TOProBBIX LieHTpax). [lepen ero ucmonp3oBaHUEM, OCMOTPUTE U yOEOUTECH,
9TO:

® BCe ONEepailiy, COBepIllaeMble MPeIblIyIUM KIIMeHTOM, 3aBEepILEHEL;

e Ha KJIaBHaType W B MeCTe JJIsl IpueMa KapT HeT JOMOIHUTE/IbHBIX YCTPOMCTB;

® OTCYTCTBYIOT HEHUCIIPABHOCTHU U HHBIE IOBPEIKICHU.

Copepluas onepalyid, He MNPUCIYIIHBaTeCh K COBETAM HE3HAKOMBIX JIHOLEH
¥ He NpUHUMalTe UX MOMOIb.

[Ipy MCHONB30BaHMM COTOBEIX TelieoHOB  (cMapTdoHOB) cobmomaiTe
CeAyIOLIKe TpaBUia;

e IIpM YCTAHOBKE MOOHIBHBIX NPWIOKEHHH oOpallaiiTe BHUMaHHe Ha
TIOMHOMOYHs, KOTOpPblE OHH 3allpallBalOT. byIbTe OCOOEHHO OCTOPOXHEL,
eCIM NPHWIOXKEHHWE I[IPOCHUT MNpaBa Ha YTCHHE AaJpPECHOM KHUIH, OTIPAaBKY
CMC-coobuieHni 1 HHBIX YBEIOMIIEHHH, TOCTYTI K ceTH «MHTepHeT;

e OTKIIOYWTE B HACTPOWKAX BO3MOXHOCTBL HCIIONB30BAaHUS TOJIOCOBOIO
yIIpaBiieHUs npy 3a0I0KHPOBaHHOM DKpaHe;

e He mepexomure Mo ccbuikamM n3 CMC-yBenomiieHWH, DPasiMYHBIX 4aToB
1 MeCCeHKepoB, He yOeQuBLIMCH B WX IOCTOBEPHOCTH (I€pe3BaHMBalTe
JIOOAM UX IIPHUCIIABIINM);

® He IepeunClisiiTe JeHeXHble CpelCTBa 3HAKOMBIM, POACTBEHHHKAMH
M ONM3KMM IIMI@aM Ha HUX TpPOCKOBl O TIepeBOJie JEHEeXHBIX CpEICTB
3  CMC-yBenomieHul,  pasiau4HbBIX yaTOB M MECCEH/KEPOB,
He ybemuBINHMCE B MX JOCTOBEpHOCTH  (Iepe3BaHUMBauTe  JIFOJSIM
UX TIPHCIaBIINAM);

[Ipy UCTIONB30BAHUY MHTEPHET-CEPBHACOB, B TO YUCIIE IS MOKYIKH U NPOAAKH

TOBapOB ¥ OKazanus ycuyr (Asuro, KOna 1 T.11.) 3aIIOMHHUTE PsiJi IPOCTHIX NPaBHIl:

e LCIIONB3yHTE CpelcTBa OBMIEHHs, IPeJOCTaBIeHHbIE JaHHBIMY CanTaMu;

e HE NEPEXOJWTh HA «HHAUBHAYAIbHOE» OOIIEHWE C ITOCTOPOHHHMH IIHMIEaMH
C HCIIONB30BaHHEM JINYHBIX HOMEPOB Telne(OHOB;

e He Iepelasaiite CBOW IIepPCOHalbHbie [OAHHBIC, B TOM HuUCIA ajpec
NPOYKMBAHMS, KOHTAaKkTHbIC TeNe(OHbI, OaHKOBCKUE pEKBH3UTBI H KOIBI
MIOATBEPIKIeHNST OAaHKOBCKHX ONEpallui;

® WCIIONB3YyHTE TOJNBKO MOPSAOK ¥ (QOpPMBI OIUIATHL, MONYYCHHsS TOBapoB,
IpeayCMOTPeHHbIE NaHHBIMH HHTEPHET-CEPBUCAMHE.

[Ipu omnate ToBapa W ycmyr B cetd «MHTepHET» (ocoGeHHO TIpH NpPUBS3KE

K PerylspHBIM IUIATEXaM MM aKkayHTaM) TpebyeTcs BcerZla yYMTBIBATBH BBICOKYIO
BepOATHOCT Mepexofa Ha IMONCNbHBIH CaliT, CO3NAHHBIH JUIi KOMIPOMETALWA
KIMEHTCKUX JAaHHBIX, BKIIFOUAs TUIaTeXHbIE KapTOYHbIC JaHHbIC.

Jlnd MUHMMH3ALMM BO3MOXHBIX XWIICHHH MHpU TIPOBEACHHH orepaunyi

¢ UcToJp30BanueM ceTu «VIHTEepHET» peKOMEHIYETC !
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® O(QOPMUTH BUPTYAIBHYIO KapTy ¢ YCTAHOBJIEHHEM pa3Mepa WHAUBUIYATBHOTO
JUMUTA, OTPaHHYMBAIOIIETO ONEpalldd, B TOM YHCIE ¢ HCIOIb30BAHUEM
Apyrux OaHKOBCKUX KapT;

e BHuUMaTenbHO uuTaTh TekeThl CMC-coobimeHuii U HHBIX YBEIOMJIEHHH
C KOJIaMH NOATBEPIKICHUH, IPOBEPATH PEKBU3UTHI onepalluii. Eciau peKBU3HTEI
He COBIAJAI0T, TO TAKOH MapoJib BBOAUTH HEJIB3S.

Kornpa Gank cuutaeT coBepluaeMble OT UMEHH KIHEHTAa OIepaluy
TTOJIO3PUTENBHBIMUA, OH MOJKET I10 CBOEY MHUIMATHBE BPEMEHHO 3a0JIOKMPOBAaTh NOCTYII
K ceppucam CMC-6anka u oHnaliH-kabuHeTa. Ecny onepaiiuy CoBepILUEHE! AepKaTeieM
KapThl, 1Jis OBICTPOro BO30OOHOBIEHUS JOCTyNa K ACHEXKHBIM CPENCTBaM JIOCTATOYHO
MIO3BOHHUTH B KOHTaKTHBIY LieHTp OaHKa.

B cnyuae yrepu Wid cMeHBI HOoMepa TeneOHa, IPHUBS3aHHOIO K OaHKOBCKOM
KapTe, HeoOXOIUMO:

e CBs3aThCs ¢ 6aHKoM At oTKIroueHus yeiryru CMC-yBenoMieHus;

e 3a0JIOKHPOBAThH CUM-KapTy, OOpaTHBILUCE K COTOBOMY ONEpaTopy.

[lpy BO3IHHKHOBEHUM MaJjeHIMX IOAO3PEeHMH HacyeT MpeJIIPHHIMAaeMbIX
MONBEITOK COBEPIIEHWS MOLICHHHYECKUX HEeWCTBHM ClefyeT HEe3aMeNIMTEILHO
YBEIOMJIATE 00 3TOM GaHK.

Cobmonenne NpUBEIEeHHBIX Mep M PEKOMEHJaLui IMO3BONUT MPEJOTBPATHUTE
CNy4ad AMCTAHIMOHHOTO XUINECHMS NEHEKHBIX CPENICTB.



